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Abstract—Unmanned aerial vehicles (UAVs) have attracted a
lot of research attention in serving as aerial base stations (BSs). To
protect the data privacy without being detected by a warden, we
investigate a jammer-aided UAV covert communication system,
aiming to maximize the user’s covert rate with optimized transmit
and jamming power. By considering the general composite
fading and shadowing channel models, we derive the closed-
form expressions for detection error probability and covert rate.
The covert rate maximization problem is formulated as a Nash
bargaining game, and the Nash bargaining solution (NBS) is
introduced. To solve the NBS, we propose a particle swarm
optimization-based power allocation algorithm. The numerical
results are presented to verify the theoretical analysis.

Index Terms—Covert communication, multi-antenna UAYV,
performance analysis, optimization, Bargaining game.

I. INTRODUCTION

Wireless communication networks have always required a
high data rate and secure transmission. As sixth-generation
networks aspire for higher capacity and lower latency, the
number of mobile users and devices is rapidly rising. Thus,
common ground base stations (BSs) may be unable to cover
all Internet-of-things (IoT) devices and gather data effectively.
As a result, a new paradigm is urgently required to enhance
the cellular network’s quality of service (QoS).

Because of the flexible operation and large coverage, un-
manned aerial vehicle (UAV)-aided communications are re-
garded as one of the most promising techniques for future
networks [1]. However, several challenges still exist. For
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example, the wide coverage and large-scale connection of
UAVs, make the open networks vulnerable to eavesdropping
or various attacks by malicious adversaries [2]. Since UAVs
are commonly used to transmit private data, it is critical to
design a secure UAV-aided system. Fortunately, the covert
communication technique can effectively not only protect the
contents, but also hide the transmission behavior.

To degrade the warden’s detection performance, a friendly
jammer is introduced. Subject to the power constraints, the
jammer aims to use less power to help each user, which impel
us to study how users bargain and negotiate with each other
to achieve their covert communication. Hence, it is natural to
apply game theory to balance the objectives among different
pairs [3]. Thus, a Nash bargaining approach is proposed to
obtain the Nash bargaining solution (NBS) [4]. An agreement
can be achieved by players, i.e., K users, efficiently and
fairly, given the NBS’s five axioms of pareto optimality (PAR),
individual rationality (IR), independent of expected utility
representations (INV), independence of irrelevant alternatives
(ITA) and symmetry (SYM) [4].

In this paper, we investigate a jammer-aided multi-antenna
UAV covert communication system. The main contributions
are summarized as follows:

o By modeling the ground channel links as Fisher-Snedecor
F fading and the air-to-ground channel links as Fluctuat-
ing Two-Ray (FTR) fading, the detection error probability
and covert rate are derived.

o To maximize the covert rate with limited transmit and
jamming power, the problem is formulated as a Nash bar-
gaining game (NBG). Furthermore, the NBS is introduced
to investigate the negotiation among K users. We propose
a particle swarm optimization (PSO)-based power alloca-
tion (PPA) algorithm, to solve the formulated problem. A
detection error probability minimization algorithm of the
warden is also proposed.

Mathematical Notations and Functions: Pr{-} is probability
function, @’ denotes transpose of vector a. In FTR fading
model, K is the average power ratio of the dominant wave to
the scattering multipath, mj and m,, are the fading sever-
ity parameter for the ky, user & warden, Ay, and A, are
parameters varying from 0 to 1 representing the similarity
of two dominant waves for the ky, user & warden, o) and
o are the standard deviation of the diffuse received signal
component for the ky user & warden, vy and v, are the
received average SNR for the ky, user & warden. In Fisher-



Snedecor F fading model, v = 202%(1 + K), Mg and M,
are the fading parameters for the ky, user & warden, mgy and
Mg, are the shadowing parameters for the ky, user & warden,
Zr and Z,, are the average value of F random variables (RVs).
1Fy (+;+;-) denotes the confluent hypergeometric function [5,
eq. (9.210.1)], " (2) is the Gamma function [5, eq. (8.310.1)],
v (+,-) is the incomplete Gamma function [5, eq. (8.350.1)],
B (-,-) is the beta function [5, eq. (8.384.1)], 2F} (-, ;")
denotes the Gauss hypergeometric function [5, eq. (9.111)],
pg(+) is the Meijer’s G-function [5, eq. (9.301)], and
G i0E(+) is the Bivariate Meijer’s G-function [6, eq. (1)].

II. SYSTEM MODEL AND SINR ANALYSIS

A. System Description
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Fig. 1. A jammer-aided multi-antenna UAV covert communication system.

As shown in Fig. 1, we consider a jammer-aided multi-
antenna UAV covert communication for K users. The UAV
transmits the private data to the corresponding users simul-
taneously. To prevent private data transmission from being
detected by a warden, a friendly jammer is used. We assume
that all users are equipped with a single antenna. To avoid
the interference among users, the UAV assigns different or-
thogonal frequency channels to use the ky, antenna to serve
kg user '. The jammer uses its kg antenna to jam the ky
channel to interfere the warden’s detection. The locations of
the user Uy, the jammer, the UAV, and the warden can be
expressed by qx = [Tk, Yk, zk]T (Vk € K), q; = [z}, 5, zj]T,
4o = [xaaya;za} and q, = [xwaywwzw] s respectively.
Therefore, the distances from UAV to the user U, and the
warden, can be expressed as D, and D,,, respectively,
where Dy; = ||qq — q:|| (¢ = k,w). The distances from the
jammer to the kth user and the warden are denoted by D
and Dj,,, respectively, where Dj; = ||q; — q;]|.

B. Channel Model
We introduce the FTR and Fisher-Snedecor F fading mod-

els for the air-to-ground and ground-to-ground links, respec-
tively. The reason is as follows:

Our analysis can be generalized to the case of multi-antennas serving one
user [7]. The reason is that FTR fading is used to model the small-scale
fading in air-to-ground links (see Section II-B), which can be regarded as the
approximation to the distribution of the sum of FTR RVs [7].

e Recent small-scale fading measurements of the 28 GHz
outdoor millimeter-wave channels [8] have shown that
the FTR fading model can provide a significantly better
match to the real channel than the Rician fading model.

e The Fisher-Snedecor F fading has been proven to give
a more thorough modeling and characterization of the
simultaneous occurrence of multipath fading and shadow-
ing [9]. In addition, the Fisher-Snedecor F model covers
several fading distributions as special cases [9].

Let X ~ FTR (m, K,0?, A). The PDF and CDF of X can
be expressed, respectively, as follows [10]:
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to obtain a satisfactory accuracy, e.g., 1 — Z aj < 107°, only
less than 30 terms are needed [11], Wthh 1s easy to compute.

Let Z ~ F (my, ms, Z), the PDF and CDF of the squared
F RV Z can be wrltten as [12]

mfmf(mA —1)m52m5 mf—l

B (my,ms) (myz + (me — 1) 2)" 17

fz(2) = s ®

and

_%)
(ms—1)z

m B (my,ma) (me — 1) ™1 27

2z o (mf,mf—l—ms,mf—i—l;

Fz(2)= (6

C. SINR Analysis

We consider that K antennas in UAV are used to serve K
users on orthogonal channels. Therefore, the signal received
by the user Uy can be expressed as yx = v/ PaxharSk +
n + \/Pjphji, where Py denotes the transmit power of the
antenna which operates on the kg, channel, b,y is the channel
coefficient from UAV to user U}, s, denotes the data of user

2 . . .
Uk, ||s&||” = 1, P} is the jamming power allocated to user Uy,
hji 1s the channel coefficient form jammer to user Uy, and n
is the additive white Gaussian noise (AWGN) at the user with
n ~ CN (O, Ii2). We denote the maximal sum transmit and
jamming power by Pr and Pj, respectively. We can express
the SINR of user Uy as
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K2 + D;kajkijh?k K2 + CorZi’




Mg ™0 (e — 12) T

& =1—

Czwm-fwB(mfw7 msw) (msw - 1) Mfwz

_ Moy Z Ky’ Qo 0042,2A1,1< 0 ‘
T(m ) ]_"(msw (mw) 25 3G +1) 1,022,311\ _

—my ™k (mfk"fQ)mfk %
L (mysr) L (msk) Q o

Ry —
kT nor (mg)

1

,0:U,

0,0:3,1:2,1 [ L—=mgp—m g
X Gy 040’3:1,2< -

ST 2F1 (mfwymfw+msw7mfw+1; -

msk71+j70

Moy (skaQ) >
Q

w

Ll-mgpw | = | Qw QClei) ©
Msw, 1,0 0 |mypy (een—K2) en—K2
Kkjakj
rG+1)5
1 K2 1 Qp (10)
msk+mfk:mfk 20’,% Clk’m‘ka?*Qk

where Xk e hzk ~ FTR (mk7Kk,02k,Ak), Zk £ h?k
F (Mg, Msk, Z), 0qi (1 € {k,w}) denotes the path loss
exponents of the UAV-user Uy, link and the UAV-Warden link,
respectively, and «;; (¢ = k,w) are the path loss exponents
of the Jammer-user U}, link and the Jammer-Warden link.

III. COVERT PERFORMANCE METRICS AND ANALYSIS

The warden has a binary choice between the null hypothesis,
Ho, that UAV is silent, and the alternate hypothesis, 7, that
UAV is transmitting. The received signals at the warden’s kg,
antenna can be expressed as

ywk_{

The warden’s decisions are based on a threshold-based rule,
which is commonly adopted [2] and advocates D; and Dy
when the received power is larger and not larger than a
predefined threshold, respectively. Note that the covertness
of communication is guaranteed if the warden’s detection
error for each user is always larger than a threshold which
is arbitrarily close to 1.

K2 +D a]kahjw, Ho,

—a. 8
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A. Detection Error Probability

The warden’s detection error probability can be defined as
& =Ppa+Puyp, where Pry = P(D;|Ho) denotes the false
alarm probability, and Py;p = P(Do|H1) denotes the miss
detection probability.

Theorem 1. The detection error probability is derived as (9),
shown at the top of the next page, where C1,, = D% Py,

Cow = Dia " Pjk, €y, denote the detection threshold for user
U, and Q 2 (Mg —1) ZuCou.
Proof: Please refer to Appendix A. ]

B. Covert Communication Rate

Theorem 2. In our considered system, the covert rate of the
k-th user is given by (10), shown at the top of the next page,
where €, e (msk—l) ZkCog.

Proof: Please refer to Appendix B. ]

IV. PROBLEM FORMULATION

A. Optimal Detection Threshold at Warden

We introduce the PSO algorithm for the warden to obtain
the optimal threshold, denoted by Algorithm 1, in which n
particles travel in an L-dimensional search space [13]. In our
case, L is equal to 1. The velocity v; and position x; of the
iy, particle are updated using

vi (k4 1) =wwv; (k) + c1R1 (pi (k) — x; (k)

+ c2Ra (pg (k) — i (K)), (11)
and
for : = 1,2,...,m, where w is the inertia weight, ¢; and

co are acceleration constants, both Ry and R, are uniformly
distributed in [0,1], p; and p, are the best previous and
global positions, respectively. To minimize &, by adjusting
€k, the warden can initialize n particles to search for the
optimal detection threshold, 7" " The total running time can
be expressed as nMpso 1T, where Tr is the time required by
per particle in one iteration [14].

B. Game Theoretic Problem Formulation

In games, K users aim to reach an agreement that is efficient
and fair given the five axioms of PAR, IR, INV, IIA and SYM
[4]. In our case, the resource is the transmitting and jamming
power, and the utility function of user Uy can be defined as

Uk (Pak, Pji). The NBS can give a fair solution for the NBG
[4]. With the help of NBS, our problem can be formulated as
~ h
t
(PiaPar} kl:[l (Rk - Rk) (132)
K
> P < Py, (13b)
k=1
K
> Pux < Pr, (13c)
k=1
& > &, Yk, (13d)

where Rj can be calculated as in (10), fg‘ is a constant which
is close to 1, and & can be obtained by (9) under the optimal
detection threshold. Note that our problem and solution are
equivalent to standard Nash bargaining problem, and hence
these five axioms that mentioned before are achievable intrin-
sically.



V. JOINT JAMMING AND TRANSMITTING POWER ALLOCATION
ALGORITHM

A. Converge Analysis

Note that the power constraints, (13b) and (13c), are convex
with respect to P;, and Py, respectively. For (13d), the
Hessian matrix can be expressed as

2%¢p, 8%¢,
2 — 0C1 42 0C'14,0C 24
Vg, = 52 e (14)
0C2,0C1 4 0C2.,2

We can analyze the Hessian matrix of & is semi-negative
definite (See Appendix C), which means that the constraint
set is convex. By regarding (9) as the fitness function, PSO
can be used to obtain the maximum &, and corresponding ey,
because the search space is convex.

B. PSO-based Power Allocation Algorithm

We can observe that (13b)-(13d) actually limit the ranges of
P, and P;j, which can be regarded as the boundary to PSO’s
search space. In the following, we propose a PSO-based algo-
rithm, denoted by Algorithm 2, under the particles’ location
limitation given in (13b)-(13d). The output now is the optimal
transmit and jamming power allocation, { P77 ..., Pflp(t} and

Jl o
{Popt

K
Pt .., P21 the fitness function is [] (Ri — R!), and
the dimension of searching space is 2/ because the 2K
coordinates of each particle represent one possible transmit
and jamming power allocation scheme. The total running time
of Algorithm 2 is Tp = 2nKT1Mpso, where T denotes the
time required by per particle in one iteration, Mpgo is the
iteration number, and n denotes the size of swarm.

VI. NUMERICAL RESULTS

In this section, simulation results are presented to verify
the proposed analysis. We set K = 3, and the locations
of the three users, the jammer, the UAV, and the warden
are q; = [0,10,0]7, qu = [7,14,0]7, q3 = [5,20,0]%,
q; = [7,24,07, q, = [5,13,20]", and q,, = [5,16,0]%,
respectively. The AWGN power is x> = 3 dB. For param-
eters of Fisher-Snedecor F fading model, we set my; = 2,
Mypy =3, Mgz =5, Mypy = 3, Mg1 = 4, Mg = 4, Mgz = 5,

Mew = 4, Zy = —10 dB, zo = —12 dB, z3 = —13 dB,
and z,, = —11 dB. For parameters of FTR fading model,
we set m; = 4, mo = 3, mg = 5, my = 4, K1 = 4,

Ky =5, K3 =5, K, =3,A1 =05, Ay =0.5, Ag =04,
A, =04, 2031+ K;) = —10 dB, 203(1 + K3) = —15 dB,
203(1+ K3) = —11 dB, and 202 (1 + K,,) = —10 dB.
Figure 2 shows the detection error probability, &, (k =
1,2,3), versus the detection threshold with or without our
proposed PPA algorithm, with Pr = 20 dB, P; = 20
dB, and E}ch = 95%. With the help of Algorithm 1, the
optimal detection threshold for each user obtained by the
warden is marked with stars. As shown by the dotted lines, all
users’ communication can make the warden’s detection error
probability reach more than 95% and be turned into secure
ones, even under the warden’s optimal detection threshold.

/ Optimal Detecti

ion E
| Thresholds 1
) p
g

o
i

User 1
—User2
User 3
— — —User 1 After PPA
— — —User 2 After PPA
— — —User 3After PPA
O Monte-Carlo Simulation

e
15 2 25 3 35 4 45 5 55
Detection Threshold ( dB)

Detection Error Probability
o
o

Fig. 2. The detection error probability, £, (k = 1, 2, 3), versus the detection
threshold with or without our proposed PPA algorithm, with P = 20, Py =
20, and £ = 95%.
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power under the different detection error thresholds, with P = 30 dB.

The NBS’s utility function versus with the jammer’s available total

Specifically, the error probabilities of users U (k = 1,2,3)
increase 1800%, 196% and 691%, respectively. These results
demonstrate the effectiveness of our proposed algorithm.

Figure 3 depicts the NBS’s utility function versus the
jammer’s available total power under the different detection
error thresholds, with Pr = 20 dB. More specifically, we can
observe that the utility function increases by 78% when P; in-
creases from 10 dB to 30 dB with £ = 75%. Another insight
is that the utility is higher when the ffch is lower. For example,
when §}ch decreases from 90% to 50% with P; = 30 dB, the
utility function increases by 39%. The reason is that a high &
means that the system has high requirements for covertness.
Thus, the UAV has to allocate lower transmit power to users to
meet the covertness requirements. In contrast, we can deploy
a higher UAV’s transmit power Pr to enhance the system’s
utility when the jammer has sufficient power to dramatically
degrade the warden’s detection capability.

Fig. 4 shows the NBS’s utility function versus the Py, under
different sets of Pj, with §}€h = 90%. It is interesting that
when the total transmit power is small, the utility functions at
different total jamming powers are very close to each other.
The reason is that the jamming power required to achieve a
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high detection error probability is low when the transmit power
is low. When the total transmit power is larger, we can observe
that the difference between utility functions under different
total jamming power is larger. For example, when Pr = 30
dB, the utility function increases 22% when P; increases from
10 dB to 20 dB. The case without jammer is also shown in
Fig. 4. We can observe that the utility achieved with the help
of jammer is significantly larger.

VII. CONCLUSION

A jammer-aided multi-antenna UAV covert communication
system is investigated. We used the Fisher-Snedecor F and
FTR fading to derive the exact important performance metrics
including detection error probability and covert rate. Further-
more, we formulated the joint transmit and jamming power
allocation problem as a NBG to maximize the user’s covert
rate with limited transmit and jamming power and ensure
the covertness of communication simultaneously. To solve the
formulated problem, we proposed a PPA algorithm, under the
warden’s optimal detection threshold. PSO were used by the
warden in finding the optimal detection threshold. Numerical
results illustrated that the jammer’s total power and the UAV’s
transmit power can be jointly allocated to improve the covert
rate, and our proposed algorithms are effective.

APPENDIX A
PROOF OF THEOREM 1

For the term of Puyrp, we have Pyg =
Pr (nz + CowZy > 5k). Denote that T, £ k2 + Cay Zy, and

we can derive the CDF of T, as Fr, (t) = Fz, (tf,g)’

CZ'w
where Z, = h2- Thus, P4r can be expressed as
2
Pap =1— Fy, (S5

o . On the other hand, for the term
of Pyp, we have Pyp = Pr(Ty, + CrwXw < eg). Let
Yo = Xu + Z,. The CDF of Y, can be expressed
s P, () = P -Ogix (o) d
With the help of [5, eq. (9.113)], [5 eq. (8.331.1)]
and [15, eq. (01.03.07.0001.01)], [5, eq. (3.194.3)]
and [5, eq. (8.384.1)], Fy, can be solved. With

the help of [6, eq. (1)], we can derive Ppp as
Pyp = Pr (’472 + CruXw + CowZy < Ek') = Fy (sk‘)a
which completes the proof.

APPENDIX B
PROOF OF THEOREM 2
o"ofhe covert rate can be derived as Ry =
Jo log(1+7) fr (7)dy. Let Uy & 2= = )If—:, where

T, £ k2 + ijZk The PDF of 7} can be expressed as

fr, (t) = Cm Iz ) With the help of (1), we can obtain
the PDF of U as

my, M

fu, (w) :/Ooomka (uz) fr, (x) dz = e Z
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0 (mfk.r mfkraz
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With the help of [15, eq. (01.03.07.0001.01)], [5, eq.
(3.197.1)], [5, eq. (9.113)] and [5, eq. (8.384.1)], the inte-
gration part in Iz can be solved. With the help of [6, eq. (1)],
and fy (v) = C%ka Cim , we can derive (B-3).
With the help of (B-3), [16, eq. (2.6.9.21)] and [5, eq.
(8.334.3)], we can obtain (10), which completes the proof.

APPENDIX C
PROOF ABOUT HESSIAN MATRIX OF &,

We first prove that the I, £ [~ t( B — t)c exp (—Dt)dt
can be approximated as Iy ~ D A7'BCT(A+1). Let
T denote a constant tha& is close to zero. We have
I, ~ lim Jo t4(B —t)” exp (—Dt)dt. Using [15, eq.

—
(01.03.07.0001.01)] and exchanging the order of integration,
we can express I as I = Tlim D [T (—s)Ipds. With
the help of [5, eq. (3.194.2)] and [5, eq. (9.113)], Ip can be
solved. Substitute I into I, we obtain

I = Jim 2_72 1/£/£(_) (—)SIF(—C—SH—SQ)

x Lo AT I(OF02) D (=s0) g g, (C-1)
(=) T (=C) T(1—C— 51 +52)

where the integration path of £; goes from o1 —ioco to o1+
100 and the integration path of L5 goes from o9 —ico to o2+
ico. When T — 0, we have —2 — —o0 and 7D — 0. With
the help of [17, Theorem 1.11], the Mellin-Barnes integral
over £; can be approximated by evaluating the residue at the
minimum pole on the right hand side of o1, and the Mellin-
Barnes integral over £, can be approximated by evaluating
the residue at the minimum pole on the left hand side of o 5.
Thus, using [5, eq. (8.331.1)] and [5, eq. (8.338.1)], we have
I, ~ D=471BCT (A + 1), which completes the proof.

With the help of [5, eq. (9.100)] and [5, eq. (1.211.1)], we
can rewrite & as (C-2), shown at the top of the next page,
where I; = [ t71P (e, — k% — t)q+mf“’dt.
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With the help of [5, eq. (3.383.1)], [5, eq. (8.384.1)], and
[15, eq. (07.20.07.0004.01)], after some algebraic manipula-

tions, proving 3 i 5’“2 < 0 is equivalent to prove that

m M j
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where the integration path of £ goes from o7, —ioco to oz, +i00
and o € R. When Cy,, — oo, we have F»(Cy,,) — 0, which
means that there must exist Clw such that when C},, is greater
than C7,,, we always have acka < 0. This is reasonable
because the UAV transmit power allocated to users should be
large enough to meet the QoS requirements. Users may quit

gaming if their data rate is too low. With the help of (C 2), we

(C-3)

2k ¢y 3 &k
can observe thatac G X 30,0060 0 and > 0.
Thus, we have V3¢, = B 0% 0% 8 &
> k= 8C142 9C202  9C100C2u 8C24,0C14

0, which completes the proof.
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